Fi

Financial
Intelligence Centre

USER GUIDE FOR ACCOUNTABLE INSTITUTIONS TO
SUBMIT A TERRORIST PROPERTY REPORT (TPR) IN
TERMS OF SECTION 28A OF THE FINANCIAL
INTELLIGENCE CENTRE ACT ON THE REGISTRATION
AND REPORTING PLATFORM OF

THE FINANCIAL INTELLIGENCE CENTRE

W
-,'--;'

rd
''''''''




Private Bag X177, Centurion, 0046
www.fic.gov.za

Click HERE for compliance queries

Objective of this guideline

The objective of this user guide is to define and outline the steps to be followed when an
accountable institution submits a Terrorist Property Report (TPR) to the Financial Intelligence
Centre (the FIC) in terms of section 28A of the FIC Act. Please note that the accountable
institution must be registered with the FIC in order to access the F | L£r@gistration and
reporting platform. In order to register, an accountable institution can refer to Public

Compliance Communication 05B for further guidance.
This user guide is applicable to accountable institutions listed in Schedule 1 to the FIC Act.

This user guide is not issued in terms of section 4(c) of the FIC Act and is therefore not

formal guidance issued by the FIC.

Access to the registration platform
In order to submit a TPR to the FIC, the accountable institution must access the portal

provided by the FIC for this purpose on the F I CweBsite at www.fic.qgov.za

Legal Disclaimer

The FIC reserves the right to amend, modify or change the contents of this document.
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Definitions
This guideline must be read in conjunction with the FIC Act and the Money Laundering and
Terrorist Financing Control Regulations made in terms of section 77 of the FIC Act. In this

guideline, unless the context indicates otherwise:

A Adlrefers to an accountable institution (listed in Schedule 1 to the FIC Act).

ABusi neadgessoto organisation, institution or entity (ies) and can be used

interchangeably.

ACompliance Officero refers to a person who is tasked, for purposes of the registration and
reporting process, to ensure that the details of the accountable institutions are correctly
submitted and maintained on the FIC6 s w e larsdirdg@atory reports are submitted

successfully.

0 0 F |1 Crefars to thedFinancial Intelligence Centre Act, 2001 (Act No 38 of 2001)..

i g o A Meférsto an integrated software solution implemented by the FIC as its preferred
IT platform for registration, reporting, data collection, analysis, case management and

secure communications required for t haenmeriisl COs

AMoney | aunderi ng r ep disedanvisaggd tambk & persom,rother thav th&k O

Compliance Officer, with the responsibility and authority to submit regulatory reports to the
FIC on behalf of the accountable or reporting institution. Not all Al/RI will have MLROs.
Institutions that require reports to be submitted by persons other than the Compliance
Officer, must register an MLRO. The MLRO will have his/her own login credentials, he/she
may not use the Compliance Officer6 s cr edenti al s goAMLithere Wwill be

various MLRO roles.

MLRO roles are:
1 MLRO Web Reporting (Money Laundering Reporting Officer - applicable to web

reporting only)
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i MLRO Batch Reporting (Money Laundering Reporting Officer - applicable to batch
reporting only)

i MLRO All (Money Laundering Reporting Officer - all reporting and message board).

i P e r sreferoto a natural person who registers to file a report in terms of Section 28A of
the FIC Act in their own personal capacity or MLRO as defined.

A Re gul a teferamtlsedoney Laundering and Terrorist Financing Control Regulations
made in terms of section 77 of the FIC Act and promulgated in Government Notice 41154 of
29 September 2017 as amended.

AReport i n gefers totam dcgoontable institution, reporting institution or any other

person or institution, that is submitting a report to the FIC.

A T P Rebers to a terrorist property report submitted to the FIC in terms of section 28A of the
FIC Act.

| mportant information to remember when

1 Accountable and reporting institutions must register in terms of the FIC Act before a TPR
can be submitted. Please refer to registration guideline for accountable and reporting
institutions and PCC 05B for registration related information.

1 All fields with an asterisk (*) are mandatory and should be completed.
The user needs to consider business rules applicable to the various regulatory reports
when reporting and apply them along with the applicable regulations and sections of the

FIC Act.

All fields on the regulatory report should be completed with full particulars of information

that the institution is expected to have as either part of the course of establishing a

particular personds identity or the congd
All fields on the regulatory report, that are not obtained during the course of establishing
a particular persondés i dentity or conduc
as part of commercial practice, should be completed with as much of the information as
readily available. In aninstance where the reporting institution does not have information

readily available, they are to popul ate
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We advise all users to clear/delete their browsing histories frequently and restart their
browsers afterwards. This should include the deletion of cookies and passwords in order
for the new goAML web forms to load correctly.
All First Letters of words must be in Capital Letters.

1 Words typed in ALL Capital Letters are not allowed.
The FIC does not accept any regulatory reports submitted unless it was submitted on the

goAML system. Regulatory reports must accordingly be submitted in the prescribed

format and timeframes. Failure to submit regulatory reports within the prescribed

timeframes constitutes a finding of non-compliance in terms of the FIC Act. Always report
any goAML incidents/queries to the FIC immediately.
Ensure that all users log relevant ICT queries / incidents to the FIC by means of the formal

channels.
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2. Introduction
Accountable institutions have an obligation to submit terrorist property reports (TPR) to the
FIC in terms of section 28A of the FIC Act and must utilise goAML for submitting a TPR to

the FIC.

goAML is accessible by going to the FIC6 s we lvsw.ficeigv.za, and selecting the

ARegi st er fuoctiondtg por t o
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3. goAML Web Icons

Icons

Description

Add
Cancel Cancel instructs goAML not to capture the detail
Close Close
Preview
Print

Remove the uploaded document

Upload

Upload a document

Save

Save

Save Report

Save areport

Submit Report

Submit a report

Show Attachments x 0

Shows the number of attached documents

MEW REPORTS

Upload XML and web reports

DRAFTED REPORTS

Access drafted and submitted reports

SUBMITTED REPORTS

View submitted reports

MESSAGE BOARD

Access mail messages on goAML

MY GOAML

Change password and user details

ADMIN

Access statistics

LOGOUT

"Ijuagae -

Logout of goAML
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4. Terrorist Property Report (TPR) Baseline Scenario

The below process flow diagram demonstrates the end to end process of uploading a
Terrorist Property Report (TPR). This diagram is given greater detail in the content below.
Fields in the flow diagram are labelled A to G.

4.1. Field Definitions

1 Report type (A) i The type of report (i.e. TPR)
1 Reporting Person and Location (B)

1 Reporting Person - Linked to the logged in user details, this is the person
uploading the TPR;

1 Location - Describes the actual geographical area / branch where the
transaction or series of transactions occurred. The address of the logged in user,
is populated with selected report for capturing. The logged in user must edit or
delete the address, if the populated address is not the actual location of where
the transaction (series of transactions) and/or reportable event occurred;

| Indicators (C) - An indicator in relation to TPR means the type of report submission.

This is selected using predefined fields. The institution is required to review the list of

pre-determined indicators and select the most appropriate explanation(s).

1 Activity (D) - means a transaction has not been concluded between a client and an

accountable institution.

1 Goods and services (D)i this information is required to further describe the physical
assets that are linked to the funds. This is only compulsory should this be a physical
asset (i.e. Where there is more to the transaction than just the flow of funds), and is
capturedasthelastst ep of the report capturing prior

FIC. The following information is mandatory when completing this section:

i Item type 1 if this is a moveable or immovable property within or outside the

Republic of South Africa
i Description i brief description of the property involved (e.g. Luxury vehicle)

1  Addressi address where the property can be located
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1 Estimated value - estimated value of the property at time of report being submitted
1 Reporting Parties (E) - Can either be a person / Account / Entity
1 Person / Entity / Account (F)
1  Person - this refers to a natural person
Not e: I f a person physically receives or

1  Entity- this refers to a legal person. Note that there is a natural person that will

always be linked to an entity (i.e. The signatory).
Not e: I f an entity physically receives o

1  Account - this refers to an account held with an accountable institution (e.g.

Cheque account held with a bank)

Note: Whencashisdeposited or withdrawn to/from

will be selected

1 Mandatory Fields (G) T this refers to the fields that are compulsory to be completed.
The information that is required is dependent on the fields selected in field G (i.e.

Person / Entity / Account)
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Baseline scenario for submitting terrorist property report (TPR) to the FIC i displaying fields A to G to be completed

Terrorist Property Report (TPR) - Bank

F
5 Re oninB Person c D E Person / Account G
Example Report Type porting ‘ Indicators Activity Report Parties Number / Entity / Mandatory fields:

Location
a Transaction Item

—| Entity * Person

«  Title
+ Gender
— « Full name
| Account . Sumame
Number «+  Date of birth
B STTTE + D number
4 Chg acc 123 «  Nationality
o *Account e +  Residence
> Report —— Balance «  Non-RSA ID/ Passport
P — Parties Number « Issuing country
( Login: R15 000 »  RSA Passporl
Bank A /;' s Address
~ Signatory +  Telephone number
x * Account Number
«  Account number
2 « Institution name
1. L 3. «  Branch
Example Report Type > Reporting _Person' Indicators M1 . +  Financial Institution
Location AND /OR @ L & In.*jilutlnn code or Swift
code
—| Item Type | «  Account type
+ Status
Assets in RSA «  Currency code
(Immovable) «  Date opened
E E — « Balance
_| Description «  Date of balance
** Search for TR [ ) «  Entity
: 4Db. . ) Office Park «  Signatory
(free text) ** Reporters Information » Goods and p-| ‘Transaction building block * Entity
pulls through automatically Services ltem . Name
—| Address * Registered name
ONLY for physical = Incorporated legal form
assets Cnr XYZ Road +  Incorporation/
Sandton Registration number
(free text) « Incorporation country
1 + Telephone number
Estimated + Address
«  Director (one or more)
Value * Transaction ltem
R1 million * ltemType
« Description
« Estimated Value
s Address
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Baseline scenario for submitting terrorist property report (TPR) to the FIC i displaying fields A to G to be completed

Terrorist Property Report (TPR) - Reporting of potential client which was found to be on UN 1267 list (as part of client identification and
verification)

F
B
A - . C = Person f Account G
Example Report Type Reporting Person, Indicators Report Parties Number / Entity / Mandatory fields:

Location .
Transaction ltem

* Person
Title
Gender
Full name
Surname
Date of birth
ID number
Mationality
Residence
Mon-R5A 1D/ Passport
Issuing country
RS5A Passport
Address
Telephone number

Account Number
Account number
Institution name
Branch
Financial Insfitution
Institution code or Swift
code
Account type
Status
Currency code
Date opened
Balance
Date of balance
Entity
Signatory

Entity
Name
Registered name
wunder the contral Incorporated legal form
of the accountabls Incerporation !
instifution Registration number

Incerporation country

Telephone number

Address

Director {one or more)
Transaction Item

ltem Type

Description

Estimated Value

Addrass

* Person _i Person

4a.
Report
Parties

i

( " Login: H\'.
FSPX

\_Fs
'
2 3

1. _— -
Reporting Person, = . —
Report Type - Indicators
Location AND/ OR @b Y

B EEEEEE R

Example

1
Y

W ® e e e oe e

** Reporters infermation
jpulls thraugh automatically OMLY for property

e o8 s »
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Terrorist Property Report (TPR) - Reporting of existing client added to the UN1267 list (ongoing screening against UN1267)

Example

A
Report Type

rd

/Login:

-.\;f.ﬂorney X

2

B

Reporting Person,

Location

C
Indicators

Example

1.
Report Type

2.
Reporting Person,
Location

=

3
Indicators

D
Activity

4a.

E
Report Parties

*Account

F
Person / Account
Number / Entity /
Transaction ltem

Account
Number

Report
Parties

AND / OR

(=]

(free text)

(free text)

OMLY for property

under the control

of the accountable
insfitution

Number

Balance
R75 000

Signatory

Baseline scenario for submitting terrorist property report (TPR) to the FIC i displaying fields A to G to be completed

G
Mandatory fields:

* Person
Title
Gender
Full name
Surname
Date of birth
1D number
Mationality
Residence
Mon-RSA 1D/ Passport
lzsuing country
RSA Passport
Address
Telephone number
Account Number
Account number
Institution name
Branch
Financial Insfitution
Institution code or Swift
code
Account type
Status
Currency code
Date opened
Balance
Date of balance
Entity
Signatory
Entity
Hame
Registered name
Incorporated legal form
Incorporation /
Registrafion number
Incorporation country
Telephone number
Address
Director (one or more)
Transaction Item
Item Type
Description
Estimated Value

B N Y

e o & ow

Address
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5. Accessing goAML

Accountable institutions can access the goAML platform by utilising the username and
password captured during the registration process. Authentication will always be required

before gaining access to goAML.

q Gotothe F | Cwelssite, www.fic.gov.zaand s el e c therathREGI®BTERI c k
OR REPORTO banner

1 Access goAML page by clicking on reporting forms; OR access the link directly by
using https://goweb.fic.gov.za/goAMLWeb PRD.

Click on the Login link

Enter your user name in the standard format captured during registration

Enter your password in the standard format of Case sensitive, Alpha Caps,
Alphanumeric, numeric & Char e.g. Test12345@ and click Log In button to proceed.

' ” [
o
Financial :
Intelligence Centre
&) REGISTER ¥  LOGIN

User Name: H |

Password:

Log In Forgot password

Caution: Remember to keep your username and password safe.
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6. goAML platform landing page

The landing page has the following visible items

| Logged in user details - details which user is logged in for which institution (e.g.
Sipho from XYZ Bank)@
| Menu Bar - contains New Reports / Drafted Reports / Submitted Reports / Message

Board / My goAML / Admin / Help / Logout. Clicking any of the link item will give a
user access to the functionality required (i.e. clicking message board populates the

message board)!"!

bl Information Bar - contains the FIC information with links to download goAML
documentation'
] Logout - allows you to logout as a user [,
F" I [a] (sipho) XYZ Bank
‘ A 4
Financial
Intelligence Centre
[b] NEW REPORTS v DRAFTED REPORTS ¥ SUBMITTED REPORTS v MESSAGE BOARD MY GOAML v ADMIN v ? LOGOUT

The Financial Intelligence Centre Act 38 of 2001 (the FIC Act) mandates all accountable
institutions to submit Cash Threshold Reports (CTR). Furthermore the FIC Act mandates all
accountable and reporting institutions to submit Terrorist Property Reports (TPR) and
requires all businesses (which include accountable and reporting institutions) to submit
Suspicious Transaction Reports (STR) to the Centre in terms of section 28; 28A and 29
respectively. The manner of reporting is prescribed by the Regulations to the Act under
section 22. The reporting must be done electronically by means of the Centre’s web-based
portal or a batch reporting method.

The Centre has chosen goAML as its preferred IT platform to handle all its reporting, data
[C] collection, analysis, and case management and secure communications required for the Centre’s daily operational functions and
2 requirements. The goAML system will in future standardise all report types and also clearly distinguish between activity reports and
| bi-party ("to” and "from”) transaction reports, and the batch reporting method will be limited to transaction reporting which includes
the current CTR, TPR and STR reports. The goAML XML Schema will be utilised by the Centre for all future batch and electronic
| web-based portal reporting and will have to be adapted and implemented by all of the Reporting entities that file intelligence reports
| with the Centre.

goAML is an integrated software solution developed and maintained by the United Nations Office of Drugs and Crime (UNODC)
specifically for use by financial intelligence units (FIUs) internationally and has to date been deployed to twenty one (21) other FIUs.
| goAML is specifically designed to meet the data collection, management, analytical, document management, workflow and statistical
| needs of any FIU irrespective of its size. Please refer to UNODC website for further information in relation to the system and related
| products and services.

\ Click here to download goAML specifications and related documents.
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7. Capturing a Terrorist Property Report

7.1 Select a new Report
The link for uploading reports is accessible by hovering the mouse pointer on the menu
bar.

1 New Reports > click Web Reports

NEWREPORTS ~ ~ DRAFTED REPORTS v SUBMITTED REPORTS v MESSAGE BOARD MYGOAML v ADMIN v

XML Upload
Web Reports ntelligence Centre Act 38 of 2001 (the FIC Act) mandates all accountable
Once selected, a general reporting template will be generated.

7.2 Reporting template - overview

The form for creating new reports is loaded and displayed. The form fields Entity and

Reporting Person are automatically completed and cannot be changed. The Reporting

Person details are linked to the logged in user details.

Report Type:  ID: -

Entity XYZ Bank Reporting Entity Branch

Type* : | v Reporting Entity Reference
H Required Field: &

Submission Date* FIC Ref Number

Reason for Reporting

n/a
Action
n/a
(9 0ECO0COECONCCEOD OO0 - C0C0OCO0CCaC0 SO0 00— CoC0NCON000C0o00-CooO0oO0ConC00C0 000 OO0 C0000n000C0nC0-00-00SCN000CO000 50000000 o00o00C0n 00000000 S00C00C0000S
i Reporting Person * E
Passport/Foreign :
First Name Surname/Last Name Birth Date RSA ID Number 1D/ Permit/Refugee
/Residence Number
Sipho Mohlala 1987/01/30 8701302526985
Location *
Address City Province/ State Postal/ Zip Country
Bilding 11 Pretoria Gauteng 0145 SOUTH AFRICA (] x]
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BASELINE SCENARIO FIELD AT REPORT TYPE

7.3  Select Report Type

The type of report to be submitted is selectable from the Type drop down list, each report

type will have unique fields i.e. transactional reports fields will differ from activity report fields.

Report Type:  ID: —

Entity XYZ Bank Reporting Entity Branch

i Type* | v Elleporﬁng Entity Reference
: Required Field: i

Submission Date* FIC Ref Number

Reason for Reporting

n/a
Action
nja
Reporting Person * E
Passport/Foreign
First Name Surname/Last Name Birth Date RSA ID Number 1D/ Permit/Refugee
/Residence Number
Sipho Mohlala 1987/01/30 8701302526985
Location *
Address City Province/ State Postal/Zip Country
Bilding 11 Pretoria Gauteng 0145 SOUTH AFRICA [#]x]

1 To capture a TPR, select from the Type drop down list > select Terrorist Property
Report (TPR)

; Additonal Information File (AIF)

o Addtional Information File Transaction (AIFT)
Submission Date Cash Threshold Report (CTR)

Cash Threshold Report Aggregation (CTRA)

. Incoming Request For Information Domestic (IRID)
Rasaon kot Rapetcog Suspicious Activty Report (SAR)

n/a Suspicious Transaction Report (STR)

Terrorist Financing Activity Report (TFAR)
TesroristFinanciag-Fransaction-Report (TFTR)
Terrorist Property Report (TPR)
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Report Type window populates with the following fields:

1 Entity i Automatically filled in and cannot 9§ Reporting Entity Reference i Reporting

be changed (Linked to Login ID)
1 Typei Type of Report (e.g. TPR)

1 Submission Date i Automatically 1

generated once the report is submitted

1 Reason for Reporting i Grounds for
reporting

1 Action (mandatory) i Action taken (e.g.

Reported the activity to Law Enforcement)

T

Entity internal transaction reference
number

Reporting Entity Branch i Branch where
the transaction took place (mandatory)
FIC Ref Number - This field is for
resubmitting failed / rejected reports and
needs to reference the original report

number issued by the FIC
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