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1. OVERVIEW

Two-factor authentication (2FA) enhances security by requiring an additional verification

step to prevent unauthorised access to the application.

By default, authentication relies on a single-factor—the user enters their correct password
associated with their username to gain access to the system. However, when 2FA is

enabled, users must complete a second verification step before authentication is granted.
The goAML web application supports two methods for this second factor:

o Time-based one-time password (TOTP)
A six-digit code generated by the Google Authenticator app on the user’'s

smartphone, which refreshes every 30 seconds.

e One-time password (OTP)
A code generated by the goAML web application and sent to the user's email. This

code remains valid for a specified duration

2. AUTHENTICATING WITH 2FA

2.1. New User Setup

For OTP, no setup is required. The authentication code will be sent to the email address

associated with the user’s account.

For TOTP, users must install the Google Authenticator app on their smart device. The
app is available for both Android and iOS platforms.

Upon approval, during a new user’s first login, they will enter their username and
password and then be presented with a QR code. This QR code must be scanned using
the Google Authenticator app. Once scanned, the app will display an entry with the
account title configured in the settings, along with a six-digit authentication code that

refreshes every 30 seconds.
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22. Login

Please sign in with your username and password. If
you do not have a username and password you have
to register before logging in.

User Name

Password

LOGIN >>

For OTP, after the user has entered their username and password an email with the

one-time code will be sent to the user.

The Use fallback authentication link will only be shown if fallback authentication is
configured as per the setting above. Clicking this link will send the OTP code via email

and display the Login dialog above.
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Scan the QR Code or enter the key below into your

two factor authenticator app.

Key: GE4T ONZT G43T AAAA
Code

Use fallback authentication

LOGIN >>

The Login dialog will display an input field to enter the code and the time by which the

user must login before the code becomes invalid, similar to the image below.

Please enter the verification code that has been

emailed to you.
This code is valid until 72:35:44

Code

LOGIN >>
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Email example

goAML Webh Verification Code: 42618

@ D | © Reply | 4 ReplyAll | = Forward 7 AT
Thu 2024/09/05 11:45 AM

@ This message was sent with High importance
Dear Philile,

Please use the following verification code for authorization on gopAML Web
(http://testgoweb1/GoAML_FTB/Account/TwoFactor):

42618
This code is valid until 11:50:07

Please do not reply

Notice : This e-mail is intended for the use of the named recipient only. Information contained in this e-mail message and its
attachments may be privileged, confidential and protected from disclosure. If you are not the intended recipient, please do not
read, copy, use or disclose this communication to others. Also please notify your goAML support team by forwarding this message
and then delete it from your system.

For TOTP, after the user has entered their username and password. The Login dialog

will display an input field to enter the code from the Google Authenticator, similar to the

image below.
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You login is protected with an authenticator app
Enter your authenticator code for goAML Web

below

Google authenticator

The digital number changes after 30 seconds.

goAMLWeb

GOAMLWeb

One-time passwords enabled
You can use the one-time password codes generated by
this app to verify your sign-ins

One-time password code

© 711 894
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2.3. Lost Google Authenticator / Resetting the account

Once a Google Authenticator has been lost or the row deleted in the App, the user does

not have the ability to reset it themselves or get another QR Code.

For security reasons, they must contact the FIC and request a reset, this allows the FIU
to make any security checks as necessary and makes it harder for an attacker to gain

access if they have compromised a user’s email account.

To get another QR Code, the password for the user must be reset. Log in as an FIC
Administrator, go to Admin > Active Users search for the user and select the password

reset button as shown in the image below.

Drag a column header and drop it here to group by that column

Active users 2 Refresh

The user will receive a link to reset the password in an email. Once they log in with this
new password, they will be presented with a new QR Code. After scanning this code to
add the app back into the Google Authenticator, the user may then log in and will be

prompted to change their password before continuing to the site.
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